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CYBER LAW

Introduction

“Cyber” is a prefix used to describe a person, thing or idea as a part of computer
and information age. Taken from  “kybernetes”, a  Greek word for
“steersman” or “governor,” it was first used in cybernetics. The word was coined by
Norbert Wiener and his colleagues. The virtual world of internet is known as
Cyberspace and the laws governing this domain are known as Cyber laws. All the
participants in this domain known as netizens, come under the ambit of these laws.
Cyber laws constitute that branch of law which deals with the legal issues relating to
the use of inter—networked information technology. In short, cyber laws are is the laws
that govern the computers and the internet. The growth of Electronic Commerce has
propelled the need for vibrant and effective regulatory mechanisms which would
strengthen the legal infrastructure, so crucial for te the success of E-commerce. All
the regulatory mechanisms and legal infrastructure are maintained by the Cyber Laws.
Cyber law is important because it touches almost all aspects of transactions and
activities in the cyberspace. Every action and reaction in cyberspace has legal
perspectiveconsideringpossible vulnerabilities and threats to security.

Need for cyber laws

In today’s tech-savvy environment, the world is becoming more and more digitally
sophisticated and so are the crimes. Internet was initially developed as a research and
information sharing tool and was in an unregulated manner. As the time passed by, it
became more commercial, competitive and of high demand for transaction with
e-business, e-commerce, e—governance, e-procurement etc. All legal issues related to
internet crime are dealt by cyber laws. As the number of internet users is on the
rise, the need for cyber laws and its application has attained great momentum.

Cyber laws in India

In India, cyber laws are enumerated in the Information Technology Act, 2000
(IT Act) which came into force on October 17, 2000. The main purpose of the Act
is to provide legal recognition to electronic commerce and to facilitate filing of
Electronic records with the Government.

The following Act, Rules and Regulations are covered under cyber laws:

Information Technology Act, 2000

N

Information Technology ( Certifying Authorities) Rules, 2000
3. Information Technology (Security Procedure) Rules, 2004
4. Information Technology ( Certifying Authority) Regulations, 2001




IT Amendment Act, 2008: The Informaton Technology Act, 2000 was

amended in 2008 to reinforce the cyber laws. The IT Amendment Act was passed by
the Indian Parliament in October 2008 and came into force a year later. The Act is
administered by the Indian Computer Emergency Response Team (CERT-In) The
original Act was developed to promote the IT industry, regulate e-commerce, facilitate
e—-governance and prevent cybercrime. The Act aims to foster security practices within
India that would serve the country in a global context. The amendments in 2008
include redefining terms such as “communication device" to reflect current use;
validating electronic signatures and contracts; making the owner of a given IP
address responsible for content accessed or distributed through it; and making the
companies/corporations responsible for implementing effective data security practices and
liable for breaches.

The Information Technology Rules 2021

The IT rules 2021 seek to address cyber security concern of the citizens without
infringing their privacy and personal liberties as well as maintaining digital sovereignty.
IT Rules 2021 aim to empower ordinary users of social media platforms and OTT
platforms with a mechanism for redressal and timely resolution of their grievance with
the help of a Grievance Redressal Officer (GRO) who should be a resident of India.
Special emphasis has been given on the protection of women and children from
sexual offences, fake news and other misuse of the social media. Identification of the
"first originator of the information” would be required in case of any offence related to
sovereignty and integrity of India. A Chief compliance officer, a resident of India, also
needs to be appointed and that person shall be responsible for ensuring compliance
with the rules.

Conclusion

Although not all people are victims of cyber crime, still all the netizens are at risk.
Cyber crimes are of varied nature and kind. These crimes don’t always occur beyond
the computers, but executed by the computers. The hackers can take control over the
online resources and regulate skillfully from remote destinations without any knowledge
of the victims. Crimes committed beyond the computers are the basic features of 21%
century. With the rapid advancement of technology, criminals don’t plan to rob banks
physically, or loot at the gunpoint. They have everything within their grip to commit
crime. Their chief weapons are not guns anymore; they attack with mouse cursors

and passwords.
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